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CO-22443

Fourth Semester

Computer Engineering (N-2022)

INFORMATION SECURITY

Time : 3 Hours M. M. : 60

Note : Attempt Five questions in all. Section A
(Q. No. 1) is compulsory. Select two
questions each from Section B and
Section C.

Section A

1. Choose the correct answer : 1×6=6
(a) Which one of the following can be

considered as the class of computer threats ?
(i) Dos Attack
(ii) Phishing
(iii) Soliciting
(iv) Both (i) and (iii)

(c) Write a short note on components of the
cyber security framework. 3

4. (a) What do you mean Transposition
technique ? Explain with examples. 6

(b) How does ransomware work and how to
prevent it ? 3

(c) Differentiate between bot and botnet. 3

Section C

5. (a) What is the difference between active
attack and passive attack ? 6

(b) How Firewall is used to achieve network
security ? 3

(c) Define Patent law. 3

6. (a) What are the Major Provisions under
Indian Act, 2000 ? 6

(b) Explain Cross site scripting. 3
(c) Differentiate between threat and attack.

3

7. (a) What are the various network attacks ?
Explain in detail. 6

(b) Explain the role of Digital Signatures in
network security. 3

(c) What is DNS spoofing ? 3
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(b) The C.I.A. triangle includes :
(i) Confidentiality
(ii) Intrusion
(iii) Confidentiality, intrusion and attacks
(iv) None of the above

(c) Among the things that can facilitate
unauthorised access to a computer by
attackers are :
(i) Software
(ii) Hardware
(iii) Procedural weakness of a safeguard
(iv) All of the above

(d) Which of the following is considered as
the unsolicited commercial e-Mail ?
(i) Virus
(ii) Malware
(iii) Spam
(iv) All of the above

(e) Which one of the following is a type of
antivirus program ?
(i) Quick heal
(ii) Mcafee
(iii) Kaspersky
(iv) All of the above

(f) Which of the following refers to stealing
one's idea or invention of others and using
it for their own benefits ?
(i) Piracy
(ii) Plagiarism
(iii) Intellectual property rights
(iv) All of the above

(g) Define the following terms :
(i) Keylogger
(ii) Non-repudiation
(iii) Man-in-Middle
(iv) CAPTCHA
(v) VPN
(vi) Traceroute

Section B

2. (a) Define NIST Definition of Computer
Security and explain CIA Triad. 6

(b) What is the difference between Spamming
and Phishing ? 3

(c) What is Caesar Cipher ? Explain. 3

3. (a) What are the security features of an
operating system ? 6

(b) Explain public key cryptography. 3
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CO-22444

Fourth Semester (Computer Engineering)

(N-2022)

DIGITAL MARKETING

Time : 3 Hours M. M. : 60

Note : Section A (Q. No. 1) is compulsory. Attempt
any two questions from Section B. Attempt
any two questions from Section C.

Section A

1. Define the following : 6×2=12

(i) Landing page

(ii) Brainstorming

(iii) Bid Management

(iv) ROI
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(v) Facebook Ads Manager

(vi) Twitter.

Section B

2. (a) Define digital marketing. What are
the various objectives of digital
marketing ? 6

(b) Briefly explain about Content Marketing
and Blogging. 3

(c) Briefly explain Google Analytics. 3

3. (a) What is SEO ? Why SEO is required ?
Explain the essential guidelines for
website owner, designer, blogger and
content writer. 6

(b) Briefly explain about Google Trends. 3

(c) Briefly explain about Website Speed
Testing. 3

4. (a) Explain about setting up Google AdWords
Campaigns. 6

(b) Briefly explain about Remarketing
campaigns. 3

(c) Briefly explain about SEO-friendly URL
structure. 3

Section C

5. (a) Explain about the features of Google
Analytics Dashboard. 6

(b) Briefly explain about tracking Social
Media Traffic. 3

(c) Briefly explain about Google Tag
Manager. 3

6. (a) Explain about social media marketing
strategy. 6

(b) Briefly explain about TweetDeck tool. 3

(c) Explain about LinkedIn Advertising. 3

7. (a) What is UTM ? Also explain about URL
Builder and bounce rate. 6

(b) How to setup Facebook business
page ? 3

(c) Briefly explain about Goal Conversion. 3
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CO-22445

Fourth Semester (Computer

Engineering) (N-2022)

WIRELESS COMMUNICATION

Time : 3 Hours M. M. : 60

Note : Attempt Five questions in all. Section A

(Q. No. 1) is compulsory. Select two

questions each from Section B and

Section C.

Section A

1. (a) Define Cluster.

(b) Define Sensor Networks.

(c) What is Paging ?
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7. (a) Explain generations of Cellular networks

and their features. 6

(b) What is PAN ? Explain. 3

(c) Advantage of TDMA and CDMA. 3
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(d) Abbreviate :

(i) TDMA

(ii) GPRS.

(e) ISM band

(f) Cordless Telephony. 2×6=12

Section B

2. (a) What are the various challenges in wireless

communication ? Explain. 6

(b) Differentiate between Licensed and

Unlicensed spectrum. 3

(c) What are Adhoc networks ? Discuss few

properties of Adhoc Network. 3

3. (a) What is Electromagnetic wave

propagation ? Explain Ground waves and

LOS. 6

(b) What is signal Strength and RSSI in

wireless communication ? 3

(c) What is Broadcast ? Explain cordless
telephony. 3

4. (a) Explain three types of Transmission
Impairments. 6

(b) Differentiate between Analog signals and
Digital signals. 3

(c) What are the features of microwave
transmission ? 3

Section C

5. (a) Explain architecture of GSM in detail with
diagram. 6

(b) Define Diffraction and Scattering. 3

(c) What is Handoff and its types ? 3

6. (a) What is WLAN ? Explain its advantages.
6

(b) What is hidden station problem in
WLAN ? 3

(c) What is Bluetooth ? Mention its three
advantages and IEEE Standard. 3
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EIK-22400

Fourth Semester (Common To All

Branches) (N-2022)

ESSENCE OF INDIAN KNOWLEDGE

AND TRADITION

Time : 3 Hours M. M. : 60

Note : Attempt Five questions in all. Section A
(Q. No. 1) is compulsory. Select two
questions each from Section B and
Section C.

Section A

1. Attempt all the questions : 2×6=12
(a) Write down the names of Vedangs.
(b) Write two difference between Modern

Science and Indian Knowledge System.
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(c) Explain Traditional Knowledge.

(d) What is Yoga ?

(e) Write name of two tourism places in
Himachal Pradesh.

(f) Explain Shiksha.

Section B

2. (a) What is Itihasa ? Explain Ramayana. 6

(b) Explain Rigveda . 3

(c) Explain chracteristics of Modern
Science. 3

3. (a) Explain Western Knowledge in detail. 6

(b) Explain Darshan. 3

(c) Explain three chracteristics of Traditional
Knowledge. 3

4. (a) Explain Indian Knowledge System in
detail. 6

(b) Explain Dharma Shatra. 3

(c) Write the names of UpVedas and explain
any one from them. 3
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Section C

5. (a) Explain Regional Knowledge in
detail. 6

(b) Explain First Aid. 3

(c) Explain Regional Games. 3

6. (a) What is Wellness ? Explain Health and
Physical Fittness. 6

(b) Explain Active Life Style. 3

(c) Explain the importance of Yoga. 3

7. (a) How Traditional Knowledge can be
protected ? 6

(b) Explain Festivals of Himachal
Pradesh. 3

(c) Write the importance of Wellness. 3


